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CHAPTER 1 
Fundamentals of the Banking System 
Regarding Banking Products to Include 
Checks and Debit/Cash Cards 
A “banking system” is when a group of financial institutions and banks 
provides common channels of services, such as offering lending, 
accepting deposits, and allowing various financial payment channels 
(ex: Mobile deposit, ATM, Debit Card, etc.) for funds to be dispensed 
to the general public or businesses. While financial institutions and 
banks can offer similar products and services, they do have some 
differences in what products and services they do actually offer. A 
financial institution tends to include leasing companies, investment 
banks, finance firms, and insurance companies. A banking financial 
institution’s main purpose is to make loans and accept deposits. 

  

As stated above, a bank’s purpose is to make loans and accept 
deposits, but most offer other basic services as well. The following is a 
list of basic services, but is not limited to:

Savings Accounts: Bank accounts offered with the primary 
purpose of saving the surplus amount with a limited 
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number of transactions, usually offered with debit / ATM 
card to allow for easy transactions.
Customer/Business Account: These accounts are offered 
to individuals and businesses that want to safeguard their 
money and conduct daily transactions to support their 
lifestyle and pay bills. Usually, no or only a small percentage 
of interest is paid on these accounts.
Cards: A variety of payment cards are being offered, 
including debit cards, credit cards, prepaid cards, and travel 
cards to allow the bank’s customers easy access to money.
Certificates of Deposit (CDs): This is also termed as time 
deposits, where customers deposit money for a fixed 
duration of time to get better returns than they would gain 
from a savings account. A penalty is applied if withdrawal is 
needed before the maturity time.
Home/Home Equity Loans: Loans are offered to customers 
to purchase a new house or resale.
Auto Loans: Loans are offered to buy a vehicle like a car, 
jeep, or light motor vehicle.
Personal Loans: Unsecured loans are offered to customers 
based on their credit ratings.
Overdraft: An additional credit is offered to customers to 
allow them to withdraw money even with no balance in the 
account.
Safe Deposit Lockers: A safe personal box or locker is 
provided to keep valuables at the bank’s secure location.

Financial institutions work together through the “banking system” 
directly or they can work through the Federal Reserve. The Federal 
Reserve has five general functions, which are to conduct the 
nation’s monetary policy, regulate banking institutions, monitor and 
protect the credit rights of consumers, maintain the stability of the 
financial system, and provide financial services to the U.S. government.
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The Federal Reserve is made up of a network of 12 Reserve Banks 
and 24 branches. Each of the 12 banks serve its region of the country, 
and all but three have offices within its districts to provide services to 
the depository institutions and public (Federal Reserve Education). 

A High-Level Understanding of the Check Clearing Process 
Through Financial Institutions and the Federal Reserve 
Most financial institutions immediately offer products and services 
when a bank account is opened for an individual. The individual 
typically will receive a debit/cash card and checks that will allow them 
to withdrawal funds from their account very easily and immediately. 

 
A signed check is the same as holding paper cash. Today, individuals 
and businesses still use checks for the purposes of paying bills, paying 
for services, giving other people gifts, or falling for a scam or other 

https://www.federalreserveeducation.org/about-the-fed/structure-and-functions
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fraudulent act. For a check to be processed completely, it must be 
filled out in full, to include date, payee name, dollar amount, written 
dollar amount, and maker signature. 

Once the check is filled out completely, the individual will provide it 
to the payee, who will then deposit it to their financial institution for 
safe keeping. There are a few ways to make the deposit at a financial 
institution. The first way would be to visit a brick-in-mortar retail 
branch of the institution, deposit via ATM, or mobile deposit the item 
through the bank’s online mobile banking app, where applicable. For 
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the client to legally deposit an item through these channels, the payee 
must endorse the check properly, which means the endorsement 
name must match the name that is listed as the payee line, written on 
the check. 

 h Sign your name, just as it 
appears on the front of the 
check, on the top line. This 
can be used to cash the 
check, deposit it, or give it to 
someone else for him/her to 
cash or deposit.

 h Include the phrase “For 
Deposit Only” or “For Mobile 
Deposit Only” above or below 
your signature, if you plan to 
deposit it. 
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Once the payee provides the check to the bank, the bank will deposit 
the check and then it will be sent to the Federal Reserve, who will 
collect the necessary funds from the payor’s bank and return it to 
the payee’s bank. The check will then be considered cleared (See the 
FFIEC chart below). 

If there were no funds in the payor’s account, the Federal Reserve 
would respond to the payee bank and state that there were non-
sufficient funds to cover the check and the deposit would be 
“returned.” The same “returned” process would commence if the 
payor claimed the check in question was negotiated fraudulently. If a 
check is returned “unpaid” because of any reason and the funds were 
depleted, the payee is legally responsible to reimburse the financial 
institution for any losses as a result of the deposit. 
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Depending if a deposited check was returned unpaid or there is an 
unauthorized check that cleared the client’s account, the client may 
or may not have liability. To determine that liability, the bank will turn 
to the deposit agreement and to the Uniform Commercial Code that 
provides legal guidance on handing check warranty issues (U.C.C. - 
Article 3 - Negotiable Instruments (2002)). 

High-Level Overview of the Bank’s Error or Fraud 
Dispute Process
When fraud occurs against a bank account, the client is responsible 
to report any non-EFT fraudulent transactions in a timely manner 
according to the bank’s Deposit Agreement. At most financial 
institutions, the client would be required to complete a bank-issued 
fraud affidavit or provide a written letter identifying and detailing the 
error or fraud incident. 
The information below gives a high-level overview on how non-EFT 
claims are reviewed by banks:

 h Check disputes are handled differently than electronic 
transactions errors or fraud. 

 h Check disputes are not covered by Regulation E, but still can be 
reviewed by the CFPB or any other regulator.

 h There is no timetable to reimburse a client if fraud occurred – 
every bank has their own procedure to determine pay or deny 
decisions.

 h Banks are required to follow the Universal Commercial Code 
(UCC) as it pertains to check fraud.
• Send a Collection Letter for Breach of Warranty claims. 

 h Banks can directly communicate with other institutions in 
attempts to recover funds from fraudulently negotiated checks or 
other monetary instruments. 
• Bank will issue a Hold Harmless to the first bank of deposit.
• Electronic recall of the fraudulent wire or ACH transaction. 

https://www.law.cornell.edu/ucc/3
https://www.law.cornell.edu/ucc/3
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 h Banks typically require a police report to be filed by the client in 
order to receive reimbursement for check fraud or non-EFT type 
claim.

 h Banks typically require a detailed account of the fraudulent 
activity and how/why it happened, if applicable. 

Regulation E – Electronic Funds Act 
The Electronic Funds Act was passed 
in 1978 to protect the rights of 
consumers when they engage in 
electronic transactions. The Federal 
Reserve implements the EFT Act 
through Regulation E: 12 CFR 205.
As stated in the Electronic Funds 
Act, Regulation E provides a basic 
framework that establishes the 
rights, liabilities, and responsibilities 
of participants in electronic fund 
transfer systems such as automated 
teller machine transfers, telephone 
bill-payment services, point-of-sale 
(POS) terminal transfers in stores, 
and preauthorized transfers from 
or to a consumer’s account (such as 
direct deposit and Social Security payments). The term “electronic 
fund transfer” (EFT) generally refers to a transaction initiated 
through an electronic terminal, telephone, computer, or magnetic 
tape that instructs a financial institution either to credit or to debit a 
consumer’s asset account.
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High-Level Overview of the Bank’s ETF Error or Fraud 
Dispute Process 
When fraud occurs against a bank account, the client is responsible 
to report any EFT fraudulent transactions or errors in a timely 
manner, according to the bank’s Deposit Agreement and the 
Electronic Funds Act. 

 h Clients can report EFT fraud by notifying the bank in writing or 
verbal communication.

 h Banks have specific timing requirements to resolve the client 
claim once notification to the bank is made, which is typically 10 
business days.

 h If the bank needs additional time they may issue provisional 
credit to the client (within the 10 business days as long as the 
bank has a signed dispute form) and continue investigating. 

 h The bank cannot require the client to report the fraud to law 
enforcement.

 h Clients can be held liable due to untimely notification of error or 
fraud. 

 h Business EFT transactions do not fall under Regulation E. 
 h If a dispute is denied reimbursement, the bank must provide a 
specific reason to the client.

 h Banks are required to notify the client in writing when they 
provide provisional credit, permanent credit, reversal of credit, or 
denials. 

 h For more information on the EFT Act, please visit the regulation 
section at www.federalreserve.gov. 

http://www.federalreserve.gov
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Banks’ Business Services and Products that Minimize 
Fraudulent Activity on Their Accounts
Why should businesses use Positive Pay services offered by financial 
institutions?
According to the FBI, of the 75% of businesses that were victims 
of fraud attempts or attacks in 2016, what type of fraud did they 
experience most? You guessed it, check fraud. Over half of businesses 
exposed to check fraud will experience between one and five 
attempts. According to the 2016 AFP Electronic Payments Survey, 
checks continue to be the payment method most often used by 
businesses; in fact, over 51% of business-to-business payments are 
made by check and are most often targets of fraud. 
Most financial institutions offer fraud prevention services, such as 
Positive Pay, Positive Pay with payee match, Reverse Positive Pay 
and ACH Positive Pay (blocks and filters) that provide early detection 
of altered or counterfeit checks and/or ACH transactions that help 
business clients manage and protect against potential fraud attempts 
or attacks.

Description of Positive Pay Services 
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The fundamentals of the banking system regarding bank checks 
and debit/ATM cards is critical knowledge when conducting an 
investigation into a fraudster who is scamming individuals into 
assisting the fraudster in cracking cards. From this banking 101 
section, you should now understand the check process between 
banks and the federal government, how Regulation E applies to 
financial institutions and consumers, the fraud affidavit process to 
dispute fraud transactions or errors, and how businesses can protect 
their account(s) by the use of Positive Pay protection services offered 
by financial institutions. 
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CHAPTER 2 
Crackin’ Cards — What is This?  
And Why is it so Big!

What is Crackin’ Cards?
“Crackin’ Cards” is a bank fraud scheme with its origin tied to Chicago 
street gangs. Suspects, AKA “Recruiters” use social media to recruit 
individuals with existing accounts to either give up their debit card 
and PIN or allow use of their account by assisting the recruiter, all 
in return for monetary gain. Individuals have also been convinced to 
give up their mobile and/or online banking credentials (username and 
password). There are variations to the scheme which we will discuss 
further in this guide.
The account holders are primarily young adults, in the 16 – 30 
age range, and are recruited, enticed, tricked, bribed, or just plain 
volunteer to take part in this scheme by working with the recruiter. 
Your interview skills will be able to determine if the account holder is 
a victim, witness, or suspect. 
The suspect(s) or recruiter(s) utilize the accountholder’s bank account 
to deposit stolen/altered, counterfeit, account-closed check(s) into 
their account. This deposit will either be conducted by the recruiter, a 
runner, or even by the account holder themselves. The check amounts 
will vary depending on the financial institution and their policies 
regarding funds availability. Groups engaged in “Crackin’ Cards” 
will generally be well versed in the funds availability of the financial 
institutions they use. These deposits may be conducted through ATM, 
mobile deposit, or more recently, via the teller. 
Once the check(s) is deposited, the balance on the account is 
temporarily inflated and a portion or all of the funds may be made 
available immediately. On many occasions the funds are available 
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the next day. Suspects will then obtain the available funds in several 
different ways, including, but are not limited to:

 h ATM withdrawals
 h Teller withdrawals
 h P2P payments
 h United States Postal Service Money Orders
 h Point of Sale purchases via debit card
 h Currency Exchange cash outs
 h ACH transfers

More information on the cash out activity will be featured later in 
this guide.

The deposited checks are then returned to the financial institution 
“not paid.” However, the recruiter/suspect has already depleted 
most of the funds from account. This leaves the account holder on 
the hook for the negative balance, which often is not repaid to the 
financial institution. 

Why is This so Big?
Individuals who engage in the “Crackin’ Cards” scheme are making a 
lot of money, usually referred to as “bandz” or “breesh.” The scheme 
is easy to carry out and recently, suspects are having the account 
holders do all the dirty work, eliminating any chance they would be 
picked up by surveillance video. 
It has recently been made clear that street gangs have entered the 
realm of “Crackin’ Cards” and other fraud schemes. This has been 
shown to be a large money maker for street gangs. 
Why are these gangs moving to the financial fraud realm? Gangs have 
realized if they do get caught committing financial fraud, the chances 
the case will be prosecuted are low. If they are prosecuted and found 
to be guilty, the penalties are not as severe as other crimes. 
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From an Interview With a “Recruiter”
“Why use false ID to open 
account, or cash stolen 
or counterfeit checks and 
get arrested for identity 
theft, when I can get some 
fool to give me their debit 
card and PIN and put the 
checks in their account 
and withdraw the money 
and let them take the 
heat.” 

This image was taken from a 
target’s Snapchat account. This 

shows the target utilizing easily obtained check writing software to 
produce the checks (aka cooking). Using compromised account data, 
these checks can be generated in no time!!
Targets also utilize social media to recruit others to provide payroll/
business checks OR to locate individuals in certain jobs such as postal 
employees, bank employees, or cell phone providers.

Other Avenues of the “Crackin’ Card” Scheme:  
CARES Act-Related Fraud
Not only are accountholders being recruited to give up their debit 
card and PIN for check fraud, but accountholders are also being 
recruited for the use of their account relating to the recent CARES 
Act. Individuals are being recruited to fraudulently apply for Payroll 
Protection Plan Loans, Economic Injury Disaster Loans and fraudulent 
Unemployment Insurance claims. The funds are deposited to the 
accountholder’s bank account and the accountholder gives most of 
the proceeds to the recruiter. As with “crackin’ cards,” individuals are 
recruited via social media to participate in these scams.
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CHAPTER 3  
Recruitment
Account holders are recruited through various means. Social media 
is one of the largest channels of recruitment. From Facebook and 
Instagram, to TikTok and Snapchat, recruiters have taken their activity 
online and are finding accounts as quick as a swipe.
Currently, Snapchat and Instagram seem to be the go-to social media 
platform for online recruiting. Snapchat provides a forum where 
a recruiter can get a message out too many individuals quickly. 
Snapchat will be discussed later in this guide, as some data has a 
short shelf life.

Images located within a snapchat account pursuant to a 
SW in January 2021

Recruitment has also been seen on Facebook, Instagram, TikTok and 
other social media applications. 
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Individuals are not shy about letting people know their involvement:

Rap and hip-hop music are ways of glorifying crackin’ card schemes 
and recruiting others. See YaYa White’s video on the IAFCI members’ 
site under Investigator Resources/Crackin’ Card Resources.
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CHAPTER 4 
The Investigation and Account Holder 
Interview

Who is Being Recruited?
 h As mentioned earlier, mostly young adults, ages 16 to 30, are 
recruited, enticed, tricked, bribed, or voluntarily agree to give up 
their debit card and PIN. 

 h Many of the young accountholders are high school/college 
students.

 h As of the writing of this guide, the majority of individuals who are 
involved in carrying out this scheme are targeting accounts that 
have been established for a period of 6 months or longer.

 h Accountholders generally do not have large balances in their 
account.

 h Most accountholders believe they will be paid for assisting their 
“friend” in this scheme. Some accountholders may receive a small 
amount of money, but mostly never get paid. 

Variation of the Crackin’ Cards Scam
 h In the early days of “Crackin’ Cards”, the account holder was 
generally not involved after providing their account information 
and credentials. The scheme has changed to where the account 
holder is more involved in the facilitation of the scheme. These 
incidents include:
• Contacting Customer Service regarding issues with the account.
• Contacting Customer Service to increase daily withdrawal 

limits.
• Depositing the stolen/counterfeit checks to their account and 

later claiming did not know the check was stolen.
• Conducting teller withdrawals to deplete the account.
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• Conducting debit card purchases to deplete the account.
• Conducting ATM withdrawals with the recruiter in close 

proximity but out of view of the ATM surveillance.
• Utilizing peer-to-peer payment platforms to send money at 

the direction of the recruiter to individuals unknown to the 
accountholder.

 h In some instances, the recruiter will find a “walker,” also referred 
to as “runner”, who has no financial ties to the transaction, 
to conduct the ATM or teller withdrawals. By doing so, the 
recruiters’ further distance themselves from the transactional 
and criminal activity, making it difficult to tie them directly 
to the fraud. In these instances, it is best to corroborate their 
involvement using toll records, social media direct messages, 
peer-to-peer payment activity, or accountholder interviews. 

Is the Accountholder a Victim?
Yes and No!

Once the account holder gives up their debit card and PIN and 
fraudulent deposits and withdrawals are made to the account, you 
must determine if they are a victim or suspect. Account holders may 
report their debit card and PIN number lost/stolen to the financial 
institution and may even file a police report. The account holder may 
claim no knowledge of the activity that occurred in the account and 
offer a story that their PIN number was written on the back of their 
card, or their username and password were on a piece of paper in 
their wallet or attached to their card. 
The accountholder will say all fraud transactions were not authorized 
and not responsible for loss. “Look at the surveillance video of the 
deposits and withdrawals, that’s not me!!! 
Effective questioning is the key and can reveal that the accountholder 
did have knowledge and intent to deprive the financial institution of 
funds by taking part in this scheme. 
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“Prove I did it!” Regulation E says you must prove the accountholder 
knowingly gave up their debit card and PIN in order to charge back 
loss to accountholder. However, many financial institutions use their 
Account Agreements to make the accountholder responsible for the 
negative balance. 
One item generally not reviewed by account holders are the financial 
institution’s Deposit Account Agreements. When you establish a 
banking relationship with a financial institution, every account holder 
is provided with the deposit account agreement booklet. Buried 
within this literature are statements regarding the security of the 
deposit account.

Tips For Investigators – Deposit Account Holder Agreement
Obtain a copy of the bank’s Deposit Account Holder Agreement 
booklet. In the agreement, it states that the accountholder is 
responsible for the safety and security of their debit card and PIN. 
This should be noted in your investigative reports! An example is 
listed as follows:

Deposit Account Agreement Example from  
Bank of America (February 2021)

Page 43
• We ordinarily make funds from a check you deposit (or we cash 

for you) available to you sooner than we are able to collect the 
check or determine whether the check is any good. If the check 
is returned to us unpaid for any reason, you are still responsible 
for the check. We charge your account for, and you will have to 
repay us, the full amount of the returned check. A check may be 
returned because it “bounces” or because the check is fraudulent, 
counterfeit, or invalid for some other reason.

• Do not share your passwords, user numbers or Personal 
Identification Number (PIN) for Online Banking or your ATM or 
debit card. 

• Be cautious about giving someone your account number. If you give 
your account number to a third person and authorize that third 
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person to initiate one or more transactions on your account, you 
may be liable for all transactions initiated by the third person even 
if you did not intend to authorize a particular transaction.

Page 63
•  You should never write your PIN on your card or carry the PIN 

with you. This reduces the possibility of someone using your card 
without your permission if it is lost or stolen. 

• If you give, or make reasonably available, your card, PIN or other 
access device or code to anyone, you may be liable for any use 
made of such until you advise us that such person is not authorized 
to use them. 

Page 66
• Always protect your card by keeping it in a safe place. If your card is 

lost or stolen, contact us immediately.
• Memorize your PIN. Do not write it on your card, keep it in your 

wallet or give it to anyone.
• Never give information about your card or PIN over the telephone, 

email or the internet, unless to a trusted merchant in a call or 
transaction initiated by you.

[NOTE: Deposit Account Agreements are subject to change. You can conduct an online 
search for the latest version of the agreement.] Additional Deposit Account Agreements 
can be found in the Appendix.

The Key Part of the Investigation – Interviewing the 
Accountholder
Interview outline questions for an accountholder. The below 
examples are grouped by questions to ask the accountholder to 
admit guilt, knowledge, intent (non-custodial), and questions to ask 
an accountholder that has admitted guilt and wants to cooperate 
(post arrest).
NOTE: This outline is provided to assist with your investigation and may not be suitable 
in all circumstances. Always review your agency’s policies. Also, an accountholder may 
need to be advised of their rights, as they took part in the fraud scheme, causing a loss to 
the financial institution.
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Develop a Rapport

Let the accountholder know right off the bat what are the possible 
consequences for giving up their debit card and PIN:

 h The accountholder can be arrested on local, state, or federal 
charges for knowingly giving up their debit card and PIN for 
financial gain.

 h The accountholder can be responsible for reimbursing their 
financial institution for funds taken from their account. 

 h The accountholder can have their credit history destroyed and 
may not be able to open a bank account, or obtain a credit card 
or loan in the future. 

Questions to Ask if the Accountholder Who Claims Their Debit Card 
and PIN Were Lost or Stolen or When Claiming They Did Not Know 
the Check They Deposited to Their Account Was Stolen/Counterfeit

When you speak with the accountholder, speak with them as if they 
are a victim and would they want to take the fall for money taken 
from their account, when the higher-level person is basking on a 
beach somewhere or buying the latest gadgets.
Ask the accountholder to see their debit card. The Accountholder 
sometimes is so focused on telling lies that they will forget that the 
card was supposed to have been stolen or that the recruiter gave 
them back their debit card after completing the fraud.
If the accountholder claims their debit card was in their purse or 
wallet, ask them what else was in the purse or wallet that was stolen. 
Later in interview, ask for one of the items they claimed was in the 
stolen purse or wallet, such as a license, SS Card, etc., and when they 
produce it you’ve caught them in a lie.
When the accountholder learned that their debit card had been 
lost/stolen, did they check the balance on the account to see if any 
money was missing or if the debit card had been used? Did they 
attempt to notify their financial institution that their debit card and 
PIN was stolen?
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 Ask the accountholder how someone would have their PIN number 
or mobile banking credentials.  (If available, look at the online banking 
logs to see what devices logged into the account before, during, and 
after the activity). 
Review IP addresses and if they are the same before, during, and after 
fraud, the indication would be the accountholder was monitoring 
their account, and then ask why they never reported the unauthorized 
activity to their financial institution.
If a mobile deposit was made to the account and if the 
accountholder reviews the account from an unknown device 
this would require the accountholder’s login name and password 
on a trusted device, and a verification code would be sent to 
accountholder’s email or phone of record. 
Ask the accountholder the last time they did balance inquiry on 
their account. Accountholders that are involved in the scheme may 
check the available balance after the fraudulent check is deposited. 
Also, if the accountholder claims no knowledge of a fraudulent 
check being deposited to their account yet they are doing balance 
inquire right after check is deposited. Have the accountholder 
explain this behavior.
Ask the accountholder for their phone number which will then be 
reviewed with other suspects’ phone numbers. Subpoenaed phone 
records would be able to show if phone calls and text messages were 
made between the accountholder and other suspects. 
Ask the accountholder if they have any social media accounts and 
what are their account names. Ask the accountholder permission to 
review their social media accounts and look at photos and friends 
to see if they are connected to any known suspects. (Maybe the 
person making deposit is one of their Facebook friends). Get as many 
identifiers on the accountholder’s social media sites to subpoena. Be 
prepared to take photos of the accountholder’s social media sites.
Ask the accountholder if they would be willing to take a polygraph 
exam. If they say yes, ask how they think they would do. If they claim 
they will pass with no problem because they are not involved in the 
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scam, then there’s a good chance they may be telling the truth. If they 
say NO to the poly or explain they heard polygraphs were unreliable 
then they are probably involved in the scam.
Ask who else can verify the loss of their debit card and PIN. Then 
advise that person will be brought in as witness. 
Review the statement with the accountholder, look for transitions 
that look like personal transactions around same time they claimed 
that the debit card and PIN were stolen. (i.e, Uber transaction, gas 
and food purchases.) How can this occur if they reported their debit 
card and PIN stolen.
Have the accountholder explain why they think that the same day 
they lost their debit card, checks in their name were deposited into 
their account.
Ask the accountholder what they believe should happen to a person 
who provides their debit and PIN (for a fee) to another. If they 
minimize the penalty, it may indicate their involvement.
If the accountholder filed a police report that their debit card and 
PIN were stolen, bring up various state laws regarding filing a false 
police report.  This sometimes scares the accountholder more than 
committing the fraud. 
Let the accountholder know that giving up your debit card and PIN for 
financial gain is bank fraud, conspiracy, and other federal violations. 
They may be called to testify in front of a state or federal grand jury 
and could spend up to 20 years in federal prison. 

Questions to Ask the Accountholder When Claiming They Did Not 
Know the Check They Deposited to Their Account Was Stolen/
Counterfeit.

Learn if the customer filed a claim on a lost/stolen debit card 
and PIN. If so, then who deposited the check to their account? 
Customers sometimes file a claim on a lost debit card and PIN, 
yet on surveillance video they can be seen depositing a check or 
withdrawing funds. 
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Advise the accountholder they are still responsible for checks 
deposited to their account and will have to pay back their financial 
institution. This might get them to admit who gave them the check.
Ask the accountholder what affiliation they have with the name 
on the check. If the check is from ABC Electronics payable to the 
accountholder, have the accountholder explain why they would be 
getting check from ABC Electronics if they never worked for them or 
have no reason to receive a check from them. 
Review the customer’s application and ask if the employment 
information is correct on application. Advise the accountholder that 
false information on an application could be a state felony or federal 
charge of bank fraud. 
“Do you know what a felony conviction could do to your employment 
prospects?”
“Why did you open the account? Employment (payroll or DD) or 
business account? Why did you choose that particular bank? Were 
there special offers or incentives?”
If the accountholder deposits stolen/counterfeit checks to their 
account, or allows someone to make the deposit, they are usually 
withdrawing the funds via counter withdraw. Ask the accountholder 
what they did with the funds they withdrew. Who did they give the 
funds to and how much did they keep?
Did the accountholder the dispute transactions with their bank? Did 
they sign an affidavit of forgery?
When was the last transaction they conducted with their debit card? 
Was it a PIN-based transaction or a card swipe, POS terminal? Are all 
transactions fraud?
Who else has access to their debit card? Has anyone else conducted a 
transaction with their debit card with their authorization? If so, who? 
Did they give this person their PIN or were they present?
Do they have mobile banking? When did they sign up for it; at 
account opening or afterward? Ever conduct any mobile deposits? 
How would someone get their username and password?
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Have they changed their cell phone number recently? Was the 
number changed? What is their phone type. Who is their provider? 
What is their device name? 

Questions to Ask an Accountholder Who Allowed a Check to be 
Deposited Into Their Account

This example is an accountholder stating that they sold an item, such 
as furniture, and did not know check was stolen or counterfeit. 
“What is the name, address, and phone number of the person that 
gave you the check?”
“How did the person know you were selling the item? How did you 
first connect? Via social media? Please provide the purchaser’s social 
media account.”
Ask for description of the person who gave the check for the item 
that was sold. Later in the interview ask for the description again and 
sometimes description will be different.
Ask for a receipt of the transaction. Also ask if they have a picture of 
the item they sold.
Did they file a report with the police department that they were given 
a stolen/counterfeit check for the item they sold?
Can they provide documentation of their original purchase of the 
item?
The accountholder not having any information on the person they 
sold the item to indicates deception, especially if stated in front of a 
jury. 

Below are Questions to Ask an AccountHolder Who is Cooperating 
and/or is in Custody

Start by getting as much personal information on the accountholder 
as possible, including:

 h Basic identifying information 
 h Social media accounts
• Facebook
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• Instagram
• Twitter
• Snapchat
• WhatsApp
• TikTok
• Telegram
• Other

 h P2P accounts
• CashApp
• Venmo
• Zelle
• Other

 h Phone number and carrier
• Ask if they use any VoIP applications such as TextNow, Pinger, 

etc. If they do, what are the numbers?
 h Bank accounts
• Where do they bank?
• How long have the accounts been open?
• What features do they use for the accounts? [Online/mobile/

direct deposit/ bill pay, etc.]
• Is there anyone else listed on these accounts, such as a parent 

or relative?

Accountholder Recruitment Questions

Ask who recruited them to get involved in the scheme?
 h Who was this person?
• What is their name?
• Where do they live?
• How old are they?
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• How do they know them?
• What do they look like?
• Are they known by a nickname or street name?
• What is their phone number?
• What are their social media usernames? 
• Ask to see their phone. 
• Do they use P2P applications? If so, what applications? Ask for 

any usernames/phone numbers or emails utilized to conduct 
P2P transactions. 

• Ask to show their P2P apps on their phone and recent 
transactions. 

• What type of vehicle do they drive?
• Did this person give you instructions on what to say to the 

bank or law enforcement, if you were questioned?
• What did they tell you to say?

 h When did they first get involved?
• Where were they when they initiated the conversation?
• What was said to get them involved?
• What do they remember about the conversation?
• How much money was promised for participating?
• What information did they provide to the scammer?
• Once they provided the information to the scammer, what was 

said?
• Did they sign the check(s) that were deposited into their 

account?

Accountholder Physically Gave Up Card and PIN

 h Who did they give your card to?
 h Where did they first meet with the person that recruited them?
 h When did this meeting occur? Location/Time
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 h Describe the subject that they met.
 h Did they communicate with him/her on cell phone, instant 
message etc.?

 h Describe the vehicle the subject was driving.
 h What account information did they provide to the scammer?
 h How much did they receive for giving up their debit card and 
PIN? 

 h Do they know who made the deposit into their account?
 h Did they monitor their account once they gave their card to the 
scammer?

 h Did they file any claims with the bank?
 h Did they file a report with the police?
• If they did, advise them about filing a false police report. 

Accountholder Did Not Physically Give Up Card and Pin and Made 
Deposit/Withdrawal 

 h What did the scammer tell them to do?
 h How did they communicate with the scammer?
 h How did they come into possession of the check(s) that were 
deposited into theiraccount?

 h Did the scammer say where they got the check from?
 h Were they alone when they made the deposit?
• Did they get picked up?
• Who was in the vehicle?
• What kind of vehicle?
• Where did the scammer pick them up?
• Where did they make the deposit?
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 h Did they make the deposit via the ATM or Teller?
• If deposited via the teller, did the teller ask them any questions?

 h What did the scammer tell them to do with the check?
 h Once they made the deposit, what happened next?
 h Did they make a withdrawal on their account?
• How much were they told to withdraw?
• When did they make the withdrawal?
• Where did they make the withdrawal?
• Did they make any card purchases on the account?
• How did they get to the bank to make the withdrawal?

 » Identify car, who was there, etc.
 h Once they made a withdrawal, how did they give the money to 
the scammer?

 h How much money did they keep?
• Where is this money now?

 h Were they instructed to make any purchases using their card and 
give them to the scammer?

 h Did the scammer request money, via P2P applications, such as 
CashApp, Venmo, etc.?

Activity on the Account is Mobile/RDC

 h Did they make the mobile deposit on their account?
 h Who did they give their mobile credentials to?
 h What device do they use to access their mobile banking?
 h Compare their device to information provided by the financial 
institution.

 h When was the last mobile deposit they conducted on their 
account?

 h Were they instructed to make any purchases using their card?
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 h What was purchased and where did they make the purchase?
 h Did the scammer request money, via P2P applications, such as 
CashApp, Venmo, etc.?
• To whom and how?

Other Recruitment Activity

 h Are they aware of anyone else who took part in this scheme?
 h Did they introduce any of their friends or family members to the 
scammer?

 h Are they aware of anyone else who is recruiting for this scheme?
• Who are they?
• How are they recruiting?
• Social media?

 h How are they aware of this activity?

Some Further Tips

Show surveillance photos of transactions on their account. Have them 
initial and date photos of themselves and anyone else they recognize.
Obtain written sworn statement from the accountholder and have 
them write in the statement they knew it was illegal to give up their 
debit card and PIN and/or allow someone to deposit checks or 
make withdrawals from their account for financial gain. Also have 
them indicate how much the recruiter received and how much they 
received or how much they were told they were to receive. 
Show the accountholder their bank statements and have them initial 
and date each transaction they were responsible for after the stolen/
altered check was deposited to their account. 
Have the accountholder indicate with a different marking and date, 
transactions made by the recruiter/suspect after giving up their debit 
card and PIN.
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Obtain general handwriting samples including samples of the 
endorsement on the back of the checks. 
Advise the accountholder they may be summoned to appear before 
a state and federal grand jury and will have to testify to what they 
have said. 

Bank Investigators Tips to Assist Law Enforcement
 h For bank investigators, record if possible or take detailed notes of 
your conversation/interview with the accountholder. Include how 
the account holder claimed their debit card and PIN was lost or 
stolen. This is important because it can be later used to compare 
what they told the bank investigator and what they told to law 
enforcement.

 h Also include in your investigative notes if you contacted the 
accountholder by phone, once the bank was aware of the fraud, 
and after identifying yourself, if the accountholder hung up. 

 h Note in your file that if you immediately call back again and there 
is no response. Indicate if the account holder was interviewed 
in person or by phone. If by phone, provide the phone number 
called.

Physical vs. Mobile (RDC) Deposits
Recently there has been an increase in the use of RDC (Remote 
Deposit Capture) or Mobile Deposit of counterfeit checks into an 
account. Mobile deposits can cause issues for the investigator, 
depending on what information is captured by the financial 
institution. 
Mobile deposits provide the individual who is accessing the account, 
somewhat of a cloak of anonymity, in that if they were to make a 
physical deposit at an ATM, they risk being captured on surveillance 
camera. 
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Some cellular device companies do not maintain records of subscriber 
information for its users; thus, an IP address may generate no 
information. Some companies have rolled out IPv6 IPs, which have 
showed some success with companies such as T-Mobile.
A suggestion to the FI’s is to see what data is captured when using 
your mobile apps. If information such as the device phone number or 
IMEI can be captured, this could be useful in identifying the individual 
making the deposit.
Financial institutions capture different data when it comes to a 
customer’s account. 
Data that may be helpful includes:

 h IP address (if the IP is a mobile carrier, such as T-Mobile, Verizon, 
etc., you may not be able to get information unless the IP is an 
IPv6).

 h Device identifiers.
 h GPS coordinates.
 h P2P information (some financial institutions may be able to 
provide phone numbers or emails utilized to facilitate P2P 
payments. You can utilize this information to subpoena those 
P2P platforms or query in financial databases for other potentially 
fraudulent activity linked to that phone number or email.

 h Some financial institutions may also be able to utilize the data 
noted above to query their systems for other accounts that have 
been accessed by the same devices or identifiers.

Communication Channels
These organized groups who are engaging in crackin’ card schemes 
rely on communications with not only the accountholders, but 
amongst their working groups. From the top down to the runners, the 
groups keep in constant communication so as not to lose any of the 
money they can pull out of the accounts. 
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Technology has made it easier for these individuals to communicate 
under partial anonymity. VoIP applications such as TextNow, 
Pinger, TextFree, WhatsAPP, Telegram, and others have brought 
communication to another level. Depending on the application used, 
there is different data that can be retrieved by law enforcement using 
a legal demand or a mobile device extraction tool. Some of the more 
popular applications are:

TextNow

TextNow is a Voice over IP communication application that is 
available on a variety of platforms, including Windows, Mac OS, 
iOS, and Android. The application allows a user to text and call any 
number in Canada and the United States. A user would be provided 
a real phone number which can be used on any smartphone, tablet, 
or desktop computer. TextNow prefers communications via email at 
lawenforcement@textnow.com. 
TextNow retains IP logs for a period of 11 days, thus get a 
preservation request in ASAP. 
Data available, via a search warrant:

 h Username.
 h Phone number.
 h Name.
 h Email address.
 h Date of birth.
 h Phone ownership from date.
 h Phone ownership to date.
 h Registration IP address with date.
 h Message logs.
 h Call logs.
 h IP logs.
 h Media.
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Pinger

Pinger is a Voice over IP communication application that is available 
on a variety of platforms, including Windows, Mac OS, iOS, and 
Android devices. The application gives a user access to messaging, 
calling services, and call management tools. The communications are 
made using Wi-Fi or the user’s wireless communications services. 
Pinger’s phone number-enable applications allow users to select 
from available phone numbers based on location. Location can be 
determined by the user input of a zip code or by device operation 
system software.
Pinger Inc., collects and retains a variety of information from their 
users. 
Data available, via a search warrant:

 h Basic subscriber information, including Pinger assigned phone 
number, a registered phone number, name, username, third-party 
email address, internal Pinger account ID, and electronic serial 
number (ESN).

 h Transactional records (call data records, detailed message logs, 
and connection records, such as Internet Protocol (IP) address 
information).

 h Message content (SMS and MMS).
Pinger does maintain message content (SMS and MMS), but this data 
is ONLY available with a search warrant signed by a judge.
Pinger Inc., accepts service of legal demands via email 
(legalcompliance@pinger.com).
The next chapter will have additional information on what to request 
from some of the social media companies, that could assist you with 
your investigation. When you receive the information back, look at all 
the data carefully. 
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CHAPTER 5 
Social Media Investigations

Images located within a snapchat account pursuant to a 
SW in January 2021

It seems that a majority of people maintain some sort of online 
presence on social media. This also holds true for the individuals 
involved in “crackin’ cards”. Individuals can be recruited on any social 
media platform, such as Facebook, Craigslist, TikTok, and others. 
Once you receive information that a social media platform has 
been used, send A PRESERVATION REQUEST to that social media 
account, as data can disappear as quickly as money from a bank 
account. For Instagram, a preservation request will only preserve 
the data on the day the preservation request was fulfilled. It will 
not preserve any activity that occurs after the processing of the 
preservation request. Multiple preservation requests should be 
submitted if interested in capturing information posted after the 
preservation request was completed. Additionally, scammers often 
change their vanity names (handles) on social media. As such, it is 
important to notate the date the account utilized a particular vanity 
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name as Facebook and Instagram will require a date accessed when 
submitting legal process. Whenever possible, capture the Instagram 
user ID, which is typically a series of numbers. This user ID will link 
to the Instagram account, despite any changes to the vanity name. 
There are various open-source websites that provide the associated 
Instagram ID for vanity names. It is beneficial to document Instagram 
IDs as they can be utilized to locate accounts when the user’s vanity 
names change or can be utilized to locate a specific account when 
reviewing legal process. 
*Law Enforcement Technology Investigations Resource Guide has great gobys for 
Preservation Requests.

Next, we will go over some of the more popular social media 
platforms and some of the data to request, which may assist you with 
your investigation.

Snapchat
https://less.snapchat.com/

Snap Inc. is an online service provider that owns and 
operates a free-access social networking application named 
Snapchat. Snap Inc. allows users to create an account 
with Snapchat, which they can use to share photos, 
videos, messages, audio notes, and video notes with other 
Snapchat users.
Snapchat’s users may share “Snaps,” which are photos or 
videos taken by a Snapchat user on their mobile device. A 
user can send a Snap directly to their friends or a group. 
Once a Snap has been viewed by all intended recipients, 
Snap Inc. deletes the Snap from its servers. In the case of an 
unopened Snap, Snap Inc. deletes an unopened Snap sent 
directly to a recipient after 30 days and an unopened Snap 
sent in a group chat after 24 hours.
Snapchat users can also create “Stories,” which are 
collections of Snaps displayed in chronological order. 
Depending on the user’s privacy settings, a Story can be 
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viewed by all Snapchat users, by the user’s friends, or by 
a custom audience. A user can also submit Snaps to the 
Provider for a service called “Our Story,” which enables 
Snaps to be viewed by all Snapchat users on a map. Snap 
Inc. typically deletes a Snap in a story 24 hours after the 
user posts the Snap, but the user may delete part or all 
of the Story earlier, and submissions to Our Story may be 
saved for longer periods of time.
Snapchat’s users can also access “Memories,” which is 
Snapchat’s cloud-storage service. Users can save their sent 
or unsent Snaps, posted Stories, and photos and videos 
from their phone in Memories. A user can also edit and 
send Snaps and create Stories from these memories. Snaps, 
Stories, and other photos and videos saved in Memories 
are backed up by Snapchat and may remain in Memories 
until deleted by the user. Users may also elect to encrypt 
their content in Memories, in which case the content is not 
accessible to Snap Inc.
Snapchat also offers a Chat feature, which allows users to 
type messages and send photos, videos, audio notes, and 
video notes to friends within the Snapchat network. A user 
may save or clear message within the Chat. 
Snap Inc. typically deletes one-to-one chats once the 
recipient has opened the message and both the sender 
and recipient have left the chat screen, depending on the 
user’s chat settings. Snap Inc. deletes unopened one-to-one 
chats in 30 days, and it deletes chats sent in groups after 24 
hours whether the group chats are opened or not.
Snap Inc. collects subscriber information when a user 
creates a new Snapchat account or alters the information 
at a later date. This subscriber information may include: 
a Snapchat username, Snapchat user vanity name, email 
address, phone number, account creation date, and IP 
address.
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Snap Inc. logs the timestamp and IP address for each 
account login and logout. Snap Inc. also logs metadata for 
Snaps, Stories, and Chats.
Snap Inc. may also retain location data for a Snapchat user 
who has turned on location services on their device and 
have opted into location services in the Snapchat settings.
Snapchat is a service that is provided by Snap Inc. Snap 
Inc. is located at 2772 Donald Douglas Loop North, Santa 
Monica, CA 90405.

Data that Snap Inc. may have on the target account:

 h Subscriber and Payment Information: all subscriber and payment 
information regarding the Subject Account, including Snapchat 
username, Snapchat user vanity name, email address, phone 
number, account creation date, IP address at account creation, 
account status, length of service, services utilized, means and 
source of payment, and payment history.

 h Address Book Information: All friends list, address book, contact 
list, or similar information associated with the Subject Account.

 h Snaps: Any photos or videos, whether opened or unopened, 
associated with the subject account identifying the user of the 
account.

 h Stories: Any collections of Snaps associated with the Subject 
Account, whether stored directly on the Subject Account or 
submitted by the Subject Account to “Our Story” identifying the 
user of the account.

 h Memories: Any Snaps, Stories and photos and videos saved 
on any cloud storage associated with the Subject Account 
identifying the user of the account.

 h Chats: Any messages, photos, videos, audio notes, or video 
notes, whether opened or unopened, associated with the subject 
account identifying the user of the account and/or relating to the 
crimes described herein.
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 h Metadata: All metadata associated with any Snaps, Stories, 
Memories, Chats, or other content associated with the Subject 
Account.

 h Transactional Records: All transactional records associated with 
the Subject Account, including any IP logs or other records of 
session times and durations.

 h Associated Computers and Users: All device and users associated 
by cookie or device identifier with the Subject Account (i.e. every 
device or account that has logged into Snapchat from the same 
device as the Subject Account)

 h Preserved or Backup Records: Any preserved or backup copies 
of any of the foregoing categories of records, whether created in 
response to a preservation request issued pursuant to 18 U.S.C. 
§2703(f) or otherwise. Snap Inc Preservation Case #XXXXXXXX.

 h Location Data: All location information associated with the 
Subject Account.

Facebook Inc.
Facebook is an online social media platform that allows a 
user to create a profile and make connections with family, 
friends, and acquaintances. To create a user profile, the 
user would have to provide certain information, including 
name, email address, phone number, date of birth, gender, 
and a password. Upon creation of this user profile, the user 
would then have access to the features of Facebook, such 
as posting a wall status, uploading photos/videos, sending 
private messages, adding friends, etc.
Facebook also has a Messenger feature called “Facebook 
Messenger.” This application is a messaging platform 
associated with the social media website Facebook.com and 
its mobile apps. It allows Facebook users to send messages 
to other users and exchange photos, videos, audio, money 
and files, as well as react to other users’ messages, without 
these messages being posted to the individual’s general 



46  |   

n Chapter 5

“wall”. The service also supports voice and video calling and 
conversations with optional end-to-end encryption. 

Some of the data maintained by Facebook Inc, includes:

 h Subscriber information supplied by the user at the time of 
registration.

 h IP address logs and associated time stamps.
 h Email address associated with the account.
 h Phone number associated with the account.
 h Content of wall posts made to the account.
 h Content of wall posts that the user made to the accounts of other 
Facebook Inc. users.

 h Content of Facebook Messenger messages.
 h Photos uploaded/posted to the user account.
 h Videos uploaded/posted to the user account.
 h Tags contained on other user profiles for the user account. 
 h Location information captured from the device(s) used to access 
the user account.

 h EXIF data maintained by Facebook Inc. for photos and videos 
uploaded/posted to the user account.

Instagram
Instagram is a social media platform that is owned by 
Facebook Inc. This platform allows users to share photos 
and videos as well as communicate with others. 
Facebook Inc., maintains the following data for an Instagram 
account:

 h User account information (username, password, email address, 
phone number, account creation dates).

 h Profile information provided by the user.
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 h Account content (photos, videos, comments, and other materials) 
posted to the account.

 h Communications/chats between the user account and other user 
accounts.

 h Communications between the user and Instagram.
 h Friend lists.
 h IP address logs.
 h Metadata on the account (hashtags, geotags, comments).
 h Location information
Access to Facebook Inc.’s Law Enforcement Portal can be 
obtained by visiting https://www.facebook.com/records.

Telegram 
Telegram, commonly referred to as telly or tele, is a cloud-
based messaging application, and functions similarly to 
other social media platforms like Instagram, where users 
can upload photos, videos, files, and create their own 
“channels” to post these items. Users can access and sync 
Telegram to their various devices. Telegram utilizes end-
to-end encryption for voice and video calls and enables 
users to send voice chats to many users simultaneously. 
Telegram provides enhanced security features such as 
the ability for users to send messages, photos, and videos 
that will auto delete. Many scammers will create or 
follow channels that outline how to commit certain fraud 
schemes; some of these channels are set to private and 
require an administrator to approve a user’s access to the 
channel. Because Telegram offers end-to-end encrypted 
messaging, the physical phone/device is required to 
gain access to the encrypted messages, which may vary 
depending on the users’ settings. In some cell phone 
extractions, Telegram information will not extract and may 
require a secondary extraction. 

https://www.facebook.com/records
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Twitter / Vine 
c/o Trust & Safety 
795 Folsom Street, Suite 600 
San Francisco, CA 94107 
lawenforcement@twitter.com 
(415) 222-9958 
Tiktok.com
5800 Bristol Parkway
Suite 100
Culver City, CA 90230
lert@tiktok.com 
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CHAPTER 6 
Cash Outs – Getting the Bandz!

Images located within a Snapchat account pursuant to a  
SW in January 2021

Cashing out accounts can be done in various ways. These include 
ATM withdrawals, teller withdrawals, P2P transfers, debit card 
purchases, and other means.
If ATM and teller withdrawals occur on the account, request 
surveillance photos of the activity. Attempt to locate images that 
would also capture a motor vehicle from the exterior of the financial 
institution. 
Debit card purchases may also be conducted on the accounts. USPS 
money order purchases are common for this type of scheme. With 
the assistance of United States Postal Inspectors, you can obtain 
copies of the money orders and the bank of first deposit. 
When you are faced with an investigation involving a P2P transfer of 
the funds obtained from a crackin’ card scheme, legal demands may 
be necessary. 
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Popular means of transferring funds from the recruited accounts 
include the following:

 h Zelle
 h Venmo
 h CashApp
 h Applepay

These companies do require the issuance of either a subpoena or 
search warrant to obtain information about the user accounts. Below 
is some information on the most common P2P platforms that have 
been used to transfer illicit funds:

Zelle
Zelle allows an individual to send money to another individual from 
within your banking application. Zelle is connected to various banks 
and credit unions. An individual who has a banking relationship with a 
financial institution that offers Zelle payments can enroll in the Zelle 
service using their mobile number or email address. 
An individual will log-into their mobile banking application and 
choose to send a payment using Zelle. The user will then choose an 
individual to pay. Once an individual is chosen from the contacts, the 
user will type in an amount to be sent. The user will be presented 
with a confirmation screen and have an ability to add a message to 
the recipient. The user will then send the payment and receive a 
payment processed confirmation. The funds will then be transferred 
into the receiving individual’s bank account within minutes. 
Individuals will utilize p2p payment applications, such as Zelle, due 
to their convenience and timeliness of transferring funds. These 
applications can be used for legitimate purposes. However, they are 
oftentimes used in connection with fraudulent and illicit activities, 
such as online scams. 
Zelle maintains information on the payment profile ID, Zelle 
transaction ID, recipient profile status, transaction information, 
sending party, sending bank, recipient name, recipient bank, and 
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payment status. Zelle is run by Early Warning Services, LLC, 16552 N. 
90th Street Scottsdale, AZ 85620. 
Zelle accepts legal service via email subpoena@earlywarning.com.
Data to request from Zelle with a search warrant:

 h Subscriber information, including username(s), email address(es), 
telephone number(s), and account creation date. 

 h Bank account information associated with the Zelle account. 
 h Mobile phone device identifier, operating system, and service 
provider. 

 h Transaction information regarding deposits and transfers using 
the Zelle account. 

Venmo
Venmo is a mobile payment service owned by PayPal Inc. A Venmo 
account holder can transfer funds to others via a mobile phone 
application. A user may create an account with Venmo via a mobile 
application or on its website. The user must provide basic personal 
information, including the user’s name, email address, phone number, 
password, and a bank name, account, and routing number (identifies 
the bank) or a debit/credit card number to link to the account. Once 
the accounts are connected, the account holder can send/receive 
funds quickly from/to anyone. A Venmo user may send money to 
an individual via that person’s cell phone number, Venmo username, 
or email address. PayPal Inc. maintains the following information 
regarding a customer account:

 h Subscriber information, including name, postal address, 
telephone number, email address, and personal identification 
information, including date of birth, Social Security number (or 
other governmental issued verification numbers).

 h Financial information associated with the account, including bank 
names, account and routing numbers, and any debit/credit/pre-
paid cards linked to the account.
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 h Transaction information, including all records for withdrawal/
distribution and deposit/contribution related transactions, 
including the monetary instruments (wire, ACH, etc.) used to 
withdraw and deposit funds.

 h Device information of devices used to access the accounts.
 h Geolocation information of devices used to access the accounts.
 h IP logs of devices linked to the account with time stamps.

CashApp
CashApp is a peer-to-peer payment app formerly known as Square 
Cash. The app (available on both iOS and Android platforms) allows 
consumers to send and receive money. Account users can utilize the 
app to send, receive and request money. Users are known on the 
network by their email address, phone number, or unique identifier 
known as a CashTag. 
According to a review of CashApp’s website, when a user receives 
money, the funds are deposited into their Cash App account, which 
can then be transferred to a linked back account, withdrawn by 
making a purchase using the Cash App account, or withdrawn using 
the Cash Card. 
Square Inc.’s Privacy Policy for users of CashApp, indicates that 
Square Inc. retains various kinds of information about its subscribers, 
which is retained so long as the individual utilizes the services offered 
by Square Inc. This information includes, but is not limited to:

 h Identification information (name, email, zip code, phone number, 
CashTag, signature, authentication credentials, including IP 
address).

 h Additional identification information for verified users (full 
mailing address, date of birth, government issued identification 
information).

 h Financial institution information (bank account, payment card 
numbers and/or Cash Card number).
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 h Contacts information.
 h Transaction information (account transactions, transaction 
location).

 h Information about the computer or access device used (IP 
address, geolocation data).

Apple Cash
Apple Cash is a service offered by Green Dot Bank, a Utah state-
chartered bank. Green Dot Bank manages the Apple Cash account 
and associated financial transaction elements of the Apple Cash 
feature and keeps relevant associated records. Apple does not keep 
any such records. Accordingly, as the regulated financial institution 
responsible for offering these services, you should direct your request 
to Green Dot Bank.
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CHAPTER 7  
Building a Successful Prosecution
Included in this chapter is a “crackin’ card” debit card scam scenario that 
will detail various investigative steps needed for a successful conclusion.
Financial cases are not the easiest to gain the attention of 
prosecutors. Financial cases often involve lots of documents and time 
for the overburdened courts. They are often looked at as victimless 
crimes. But when you think about it, there are victims. Not only 
are financial institutions suffering monetary losses, but the average 
consumer sees this with increases in fees and rates. 
Criminal charges will vary by state or territory, but you can always 
consider the following:

 h Larceny
 h Uttering
 h Forgery
 h Conspiracy
 h Wire Fraud

To build a successful prosecution, note the following suggestions:
 h Take a deep breath. Sometimes the volume of information in 
these cases can be overwhelming.

 h Maintain a timeline of what you have done on your investigation, 
including any records you may have requested and the dates that 
they were requested. 

 h If you speak with someone connected to the investigation, 
document it.

 h Make sure you obtain documents in accordance with policies 
and local/federal laws. It doesn’t take long to draft a subpoena or 
search warrant to cover yourself and the provided documents. 

 h Based on the dollar amount involved, decide what level of court 
you want to proceed with (District/Superior/Federal).
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 h Speak with your prosecutor about the case. Some prosecutors 
may not be aware of the “crackin’ cards” scheme. 

 h If you would like additional information on “crackin’ cards” for 
yourself or your prosecutor, feel free to contact a member of the 
sub-committee. 

Scenario: 
Below is a scenario we put together to assist with a “Crackin’ Card” 
Debit Card Scam Investigation. In this scenario, the check involved 
was stolen from mail in your town and the bank of first deposit 
is in your town. This scenario can also be a guide for financial 
investigators.

You are a detective and have received a report from a local business, 
Mike’s Print Shop, that they mailed a check to a local vendor, ABC 
plumbing, and the check was never received. You learn from Mike’s 
Print Shop that the check has been cashed and they reviewed a copy 
of the check and it shows the payee as “Michael Patrick”. Mike’s Print 
Shop advised the payee appears to be altered, however, everything 
else on the check looks correct, including the amount of $2,900.00. 
Mike’s Print Shop also advised they reached out to their bank, Ridge 
Bank, and let them know of the altered check. 
1. The check sender

 h Mike’s Print Shop should contact Ridge Bank and start the 
affidavit of forgery process, advising the check was stolen, 
altered, and deposited to unknown account. Mike’s Print Shop 
should also file a report with their local police department. Ridge 
Bank will contact the bank of first deposit and request return of 
funds. 

 h Sometimes there will be a stamp on the back of the deposited 
check to indicate the bank of first deposit. However on most 
occasions there will not. Ridge Bank would know the bank of 
first deposit and should provide you the name of the financial 
institution. The bank of first deposit will be the bank where the 
check was made payable to, Michael Patrick, and where the 



56  |   

n Chapter 7

check was negotiated. You learn from Ridge Bank that the bank 
of first deposit is Safe Bank and Trust and further learn from Safe 
Bank and Trust that Michael Patrick has an account there.

 h Reach out to the check sender and get the following information:
• Date and location of mailing the check.
• Provide who the check was intended for, the address, and 

the amount. Many businesses keep a copy of a check before 
sending out. Request a copy if they have it. It is great to show a 
prosecutor an original copy and an altered copy.

• Get the check sender contact information, position with the 
company, phone number and email. Since your investigation 
may reveal additional victims and other checks, it may be 
beneficial to create a spreadsheet to keep track of all the 
victims and accounts. 

• Reach out to Mike’s Print Shop or their bank, Ridge Bank, 
and inquire if there were other checks presented against the 
account that were stolen, altered, or counterfeited. On many 
occasions the suspect, knowing the information on the check, 
will then have counterfeit checks printed up. Learning of 
additional altered or counterfeit checks may show additional 
accountholders involved in the investigation and can boost the 
exposure/loss total to make the case more presentable to an 
AUSA or ADA.

• Get copy of the affidavit of forgery, from Mike’s Print Shop 
that they did not authorize anyone to steal or alter this check 
and did not authorize Michael Patrick to do the same. You may 
be able to get copy of the affidavit of forgery that Mike’s Print 
shop completed with his bank, Ridge Bank. Note this in report.

2. Check Receiver/Payee
 h Get a copy of the affidavit of forgery from Mike’s Print Shop that 
they do not know Michael Patrick, nor did they and authorize 
him to have this check.
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 h Ask the payee what type of mailbox they have. This could 
indicate if it is an External or Internal Postal theft issue.
 ____ Is the post box inside a secure building or lobby (needing key 

to enter)?
 ____ Is the post box inside an unsecure building or lobby?
 ____ Is the post box attached to a building? Is it locked?
 ____ Is the post box attached to a building – Is it not locked?
 ____ Is the post box a curbside mailbox?

3. Bank of First Deposit
What information should you request from the Bank of First 
Deposit, Safe Bank and Trust? Hopefully someone from the bank has 
contacted the accountholder either by phone call or in writing. The 
below information will be helpful to your investigation prior to you 
interviewing the accountholder:

 h Have a bank rep or bank investigator make a detailed memo 
or indicate in their report about their conversation/interview 
with the accountholder. In their report they should include how 
the accountholder claimed their debit card and PIN was lost or 
stolen, or who gave them the check to deposit to their account. 
This is important because you may catch them in a lie if they gave 
the bank investigator one story on how they lost their debit card 
and PIN or who gave them check to deposit and then gave you a 
different story. 

 h Have the bank rep indicate if the account holder was interviewed 
in person or by phone. If the conversation was conducted by 
phone, provide the phone number called.

 h Even have the bank rep or investigator note if they contacted 
the accountholder by phone and the accountholder identified 
themselves, but when the bank rep or investigator did the same 
the accountholder hung up. If the bank rep called back and 
there was no answer, also make a note. This is an indication of 
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deception and accountholder guilt and can be used when you 
interview the accountholder. 

 h Have Safe Bank and Trust provide you with copy of the affidavit 
of forgery or any claims made by the accountholder that their 
debit card and PIN was stolen or did not make certain. deposits 
and/or withdrawals to the account. 

Hopefully, Safe Bank and Trust has an investigator that is an IAFCI 
member, suffered a loss, and/or filed a SARS. If so you may not need 
a subpoena. However, if a subpoena is needed, the below information 
is what you should request from Safe Bank and Trust. It will vary 
depending on the FI, and how the scheme was carried out, but the 
most common items that you want to request are the following:

 h Memo to File/Police Report/Bank Investigator Report.
 h Account opening documents, including the identification used to 
open the account (photocopies, scans, etc.).

 h Accountholder information, including name, date of birth, 
address, phone number(s), email, online banking username, etc. 

 h Signature card.
 h Accountholder monthly statements. Attempt to obtain two 
months prior to the fraud activity and two months after the fraud 
activity to show a pattern. 

 h Copies of any deposited checks, (front and back), deposit 
slips, checks paid in transit (include valid customer checks for 
validation), wire forms, ACH tracer codes and beneficiaries, full 
debit card number. 

 h Affidavits and disputes. Ask for a copy of the Fraud Affidavit, 
for endorsement cases, include an affidavit from the original 
payee(s), debit card disputes with any applicable information.

 h Surveillance photos from all activity on the account from before 
the fraud activity to after the fraud activity. The best shots to 
include close-ups of the subject conducting fraudulent deposits 
and withdrawals. Include the subject coming into the branch and 
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exiting the branch. Document the time, date, and location on 
each still-shot or video.

 h Customer service inquiries, including any ANI/IP captures.
 h Mobile banking IP addresses. 
 h Mobile log-in information (Device IDs, GPS, IPs, etc.).
 h Mobile banking activity log.
 h Any P2P payment activity – Zelle is a common P2P application 
that most large financial institutions offer their clients.

 h Financials: Identify who is taking the loss: the customer or bank. 
Notate the loss amount and provide the bank address where 
restitution should be delivered. 

*See appendix 3 – What prosecutors Want From Financial Institutions for 
a Successful Investigation
Take your time to review the documents that you receive from a 
financial institution. Look for deposits of other stolen/altered checks 
to the account. If additional checks deposited were all going to one 
zip code, then possibly there is an internal/external postal issue. Also, 
as mentioned, if the check senders advise that additional checks were 
stolen, altered or counterfeited, request those items because it can 
lead to identifying more accountholders involved in the investigation. 
Some companies will report information in UTC or GMT time. Make 
sure to account for your current time zone when looking at records 
received. 
Many financial institutions will trap the incoming phone number 
(ANI) when calling in on the account. If the financial institution does 
provide the phone numbers, and you are able to obtain CDR (call 
detail records), look around the time the fraud started, especially 
when the stolen altered/counterfeit check was deposited to the 
account. The suspects usually contact the financial institution 
impersonating the accountholder to see if the check has cleared and 
if the funds are available so they can start making withdrawals. 
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Many financial institutions will capture the IP address when viewing 
the account via computer or phone. On occasion, the suspect views 
the account from their own home address. WhatismyIPAddress.com 
will give you the IP provider. 
As mentioned in Chapter 6, after making the fraudulent deposit(s) to 
Michael Patrick’s Safe Bank and Trust account, the suspect needed to 
get the funds withdrawn before the check came back as “no good.” 
Many financial institutions make funds available in one or two days 
when a check is under $5,000.00. 
One way of withdrawing funds is via ATM withdrawal. Most financial 
institutions have an average limit of $500 per day. The suspects will 
hit the ATM at 11:58 pm and the next transaction is at 12:02 am. 
Some fraudsters will even have the accountholder contact the bank 
to increase their ATM limits.
Debt card purchases are also a way of quickly withdrawing funds 
from the account, including the purchase of postal money orders. 
This is another layer of fraud because the money orders are made 
payable to a third party who cashes the money orders at a “currency 
exchange” or at the post office. Or the third party deposits the money 
order into their account and withdraws the funds and gives to the 
recruiter. You may be able to obtain an ID number from the back of 
the money order. This will assist in the identification of the person 
who negotiated it.
P2P payments is the most popular way to withdraw fraudulent funds. 
Unfortunately, a subpoena is the only way to learn the financial 
institution, accountholder name, and account number that the 
P2P payment was sent to. Hopefully during the interview of the 
accountholder, they will tell you who they sent the payments too. This 
might lead to the recruiter or to the person(s) stealing the checks. 

Interviewing the Accountholder:

Once you have received bank records regarding the Michael Patrick 
account at Safe Bank and Trust, it is time to interview Mr. Patrick. The 
usual story from the accountholder is that their debit card and PIN 
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was stolen, or they did not know the check deposited to their account 
was stolen. We have included in the appendix of this guide samples 
of questions to get the accountholder to admit guilt, knowledge, and 
intent – basically that they knew what they were doing was illegal and 
the purpose was for financial gain. Obviously, a background check on 
the accountholder should be completed prior to the interview. Some 
accountholders have extensive criminal histories. If you have the 
ability, and your agency’s policies allow, check your suspect’s social 
media accounts.
If the accountholder admits he did give up his debit card and PIN, 
and knew the check deposited to his account was stolen, get that 
admission in writing. Have the accountholder put in their statement 
that they were going to get paid for giving up their debit card and PIN 
or were going to get paid for putting a stolen check into their account. 
Have the accountholder put in the statement that they are willing to 
pay back to the bank the funds that were fraudulently withdrawn. 
This can be considered an admission of guilt. Also make sure the 
accountholder has initialed and dated each transaction on their 
statement that they conducted. Do the same with surveillance photos 
– initial, date, and indicate if they know the person by providing a 
name or nickname. They should also indicate they do not recognize 
the person. 

What if the Accountholder Wants to Cooperate? 

This Might be the Time to Reach Out to other Local, County, State 
and Federal Law Enforcement Agencies for Assistance. Create a Mini 
Task Force.
First get everything you can on the accountholder and the person 
who recruited the accountholder. (See the appendix for questions to 
ask an accountholder who is cooperating.)
Be prepared for the accountholder to make an undercover phone call 
to the recruiter or to set up an undercover meet with the recruiter, 
the source of stolen checks/account information, and/or accomplices. 
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If the accountholder can contact the recruiter, let the recruiter know 
he has a friend looking to make some money (undercover agent) 
and is willing to give up their debit card and PIN. Reach out to the 
financial institutions that you have a good relationship with and 
request an undercover debit card and PIN to use in your investigation. 
Some financial institutions may let some of the money go to the 
fraudsters, but most times the agency will have to put up the money. 
Check the department policies and set up undercover social media 
sites. Hopefully a cooperating accountholder has given you the 
Facebook, Instagram, or Snapchat account of a recruiter that you can 
communicate with or at least monitor their site. 
Consider doing a cell tower dump if you can ID a specific date, 
time, location in which the suspect was using their phone when 
communicating with the accountholder or others. Suspects are seen 
using phone at ATMs for deposits and withdrawals or texting the 
accountholder from these locations.

Other Points of Notice

 h If checks are stolen from the mail or postal money orders are 
involved, request assistance from U.S. Postal Inspectors. They can 
determine if money orders were counterfeit.

 h Subpoena the accountholder’s phone number to see who 
the accountholder was calling around the time the fraud was 
committed.

 h Get handwriting samples from the accountholder to determine if 
the accountholder endorsed the check. 

 h Many financial institutions can run the phone numbers that called 
in on the account you are investigating and can learn if the same 
number was captured calling in on other accounts. 

 h Put out an alert through CrimeDex, and your IAFCI chapter 
to see if any financial institutions have bank accounts in your 
accountholder’s name and advise that a subpoena will be 
provided. 
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 h The bottom line is that a prosecutor is willing to charge the 
accountholder. A lot will depend on the dollar amount loss 
suffered by the financial institution, the criminal history 
background of the accountholder, the number of checks 
deposited to the account, cooperation by the accountholder, 
and a solid confession. Sometimes a prosecutor may consider 
the accountholder as a witness and needed to testify against 
the recruiter. However, if the accountholder is not charged, even 
though they admit they knew what they were doing was illegal, 
there are no consequences for their actions. This presents the 
possibility of the accountholder recruiting other friends and 
family members to participate in this bank fraud scam. 
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Appendix 1  
Deposit Account Agreements
Here are some links to current Deposit Account agreements: 

Bank of America https://www.bankofamerica.com/salesservices/deposits/
resources/deposit-agreements/

TD Bank https://www.feeds.td.com/en/document/oao/pdf/
PersonalAcctAgree.pdf

Wells Fargo https://www.wellsfargo.com/fetch-pdf?formNumber=CCB
2018C&subProductCode=ANY

Citizens Bank https://www.citizensaccess.com/important-documents/
account-agreement.pdf

Santander
https://www.santanderbank.com/us/
documents/22507/131529/PDAA.pdf/24aa7dd4-a9d8-
4b8f-9039-3b37c2769c0f

SunTrust/Trust https://www.suntrust.com/content/dam/suntrust/us/en/
shared/documents/rules-and-regulations.pdf

https://www.citizensaccess.com/important-documents/account-agreement.pdf
https://www.citizensaccess.com/important-documents/account-agreement.pdf
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Appendix 2 
Questions to Ask the Accountholder 

Questions to ask of an accountholder who claims that their 
debit card and PIN were lost or stolen:
When you speak with the accountholder, speak with them as if they 
are a victim and ask them if they would want to take the fall for 
money taken from their account when the higher-level fraudster is 
basking on a beach somewhere or buying the latest gadgets.
If the accountholder claims their debit card was in their purse or 
wallet, ask them what else was in the purse or wallet that was stolen. 
Later in the interview, ask for one of the items they claimed was in 
the stolen purse or wallet, such as a license, SS Card, etc., and when 
they produce the item you have caught them in a lie.
When the accountholder learned that their debit card had been 
lost/stolen, did they check the balance on the account to see if any 
money was missing or if their debit card had been used? Did they 
attempt to notify their financial institution that their debit card and 
PIN was stolen? 
Ask the accountholder how someone would have their PIN number 
or mobile banking credentials.  (If available, look at the online banking 
logs to see what devices logged into the account before, during, and 
after the fraudulent activity.) 
Review IP addresses and if they are the same before, during, and after 
the fraud, the indication would be the accountholder was monitoring 
their account. Then ask why they never reported the unauthorized 
activity to their financial institution.
If mobile deposit was used and if the accountholder reviews 
the account from an unknown device this would require the 
accountholder’s login name and password on a trusted device, and 
verification code would be sent to accountholder’s email or phone 
of record. 
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Ask the accountholder when the last time was they did a balance 
inquiry on their account. Accountholders that are involved in the 
scheme may check the available balance after the fraudulent check 
is deposited. Also, note if the accountholder claims no knowledge 
of a fraudulent check being deposited to their account yet they 
are doing balance inquiries right after check is deposited. Have the 
accountholder explain how this might happen.
Ask the accountholder for their phone number and tell them 
that it will be reviewed with other suspects’ phone numbers and 
subpoenaed phone records. Tell them that these records would be 
able to show if phone calls and text messages were made between 
the accountholder and suspect. 
Ask the accountholder if they have any social media accounts and 
what are their account names. Ask the accountholder permission 
to review their social media accounts and look at their photos and 
friends to see if there are any known suspects. (Maybe the person 
making the deposit is one of their Facebook friends.) Get as many 
identifiers on the accountholder’s social media sites to subpoena. Be 
prepared to take photos of the accountholder’s social media sites.
Ask the accountholder if they would be willing to take a polygraph 
exam. If they say yes, ask how they think they would do. If they claim 
they will pass with no problem because they are not involved in the 
scam, then there’s a good chance they may be telling the truth. If they 
say no to the polygraph exam or explain they heard that polygraphs 
were unreliable then they are probably involved in the scam.
Ask who else can verify loss of their debit card and PIN. Then advise 
that that person will be brought in as witness. 
Review the statement with the accountholder. Look for transations 
that look like personal transactions around the same time they 
claimed that their debit card and PIN were stolen (i.e, Uber 
transaction and gas or food purchases). How could this occur if they 
reported that their debit card and PIN were stolen.
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Have the accountholder explain why they think that the same day 
they lost their debit card, checks in their name were deposited into 
their account.
Ask the accountholder what they believe should happen to a person 
who provides their debit and PIN (for a fee) to another. If they 
minimize the penalty, it may indicate their involvement.
If the accountholder filed a police report that their debit card and 
PIN were stolen, bring up various state laws regarding filing a false 
police report.  This sometimes scares the accountholder more than 
committing the fraud. 
Let the accountholder know that giving up your debit card and PIN for 
financial gain is bank fraud, conspiracy, and other federal violations. 
They may be called to testify in front of a state or federal grand jury 
and could spend up to 20 years in federal prison. 
For Bank Investigators: For bank investigators, put a memo of the 
interview with the accountholder in your report. This could be 
considered an admission of guilt if the accountholder tells the bank 
investigator one story and law enforcement another story. Indicate 
if the accountholder was interviewed in-person or by phone. If by 
phone, provide the phone number called.

 h Also include in your investigative notes if you contacted the 
accountholder by phone, once the bank was aware of the fraud, 
and after identifying yourself, if the accountholder hung up. Make 
note of call in your report. Also, immediately call back and if there 
is no response, indicate that in your memo as well. This could be 
considered an admission of guilt. 

Questions to Ask the Accountholder When Claiming They 
Did Not Know the Check They Deposited to Their Account 
Was Stolen/Counterfeit.
Learn if the customer filed a claim on a lost/stolen debit card 
and PIN. If so, then who deposited the check to their account? 
Customers sometimes file a claim on a lost debit card and PIN, 
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yet on surveillance video they can be seen depositing a check or 
withdrawing funds. 
Advise the accountholder they are still responsible for checks 
deposited to their account and will have to pay back their financial 
institution. This might get them to admit who gave them the check.
Ask the accountholder what affiliation they have with the name 
on the check. If the check is from ABC Electronics payable to the 
accountholder, have the accountholder explain why they would be 
getting check from ABC Electronics if they never worked for them or 
have no reason to receive a check from them. 
Review the customer’s application and ask if the employment 
information is correct on application. Advise the accountholder that 
false information on an application could be a state felony or federal 
charge of bank fraud. 
“Do you know what a felony conviction could do to your employment 
prospects?”
“Why did you open the account? Employment (payroll or DD) or 
business account? Why did you choose that particular bank? Were 
there special offers or incentives?”
If the accountholder deposits stolen/counterfeit checks to their 
account, or allows someone to make the deposit, they are usually 
withdrawing the funds via counter withdraw. Ask the accountholder 
what they did with the funds they withdrew. Who did they give the 
funds to and how much did they keep?
Did the accountholder the dispute transactions with their bank? Did 
they sign an affidavit of forgery?
When was the last transaction they conducted with their debit card? 
Was it a PIN-based transaction or a card swipe, POS terminal? Are all 
transactions fraud?
Who else has access to their debit card? Has anyone else conducted a 
transaction with their debit card with their authorization? If so, who? 
Did they give this person their PIN or were they present?
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Do they have mobile banking? When did they sign up for it; at 
account opening or afterward? Ever conduct any mobile deposits? 
How would someone get their username and password?
Have they changed their cell phone number recently? Was the 
number changed? What is their phone type? Who is their provider? 
What is their device name? 

Questions to Ask an Accountholder Who Allowed a  
Check to be Deposited Into Their Account
This example is an accountholder stating that they sold an item, such 
as furniture, and did not know check was stolen or counterfeit. 
“What is the name, address, and phone number of the person that 
gave you the check?”
“How did the person know you were selling the item? How did you 
first connect? Via social media? Please provide the purchaser’s social 
media account.”
Ask for description of the person who gave the check for the item 
that was sold. Later in the interview ask for the description again and 
sometimes description will be different.
Ask for a receipt of the transaction. Also ask if they have a picture of 
the item they sold.
Did they file a report with the police department that they were given 
a stolen/counterfeit check for the item they sold?
Can they provide documentation of their original purchase of the item?
The accountholder not having any information on the person they sold 
the item to indicates deception, especially if stated in front of a jury. 
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Appendix 3 
Questions to ask accountholder who is 
cooperating and/or is in custody
Start by getting as much personal information on the accountholder 
as possible, including:

 h Basic identifying information 
 h Social media accounts
• Facebook
• Instagram
• Twitter
• Snapchat
• WhatsApp
• TikTok
• Telegram
• Other

 h P2P accounts
• CashApp
• Venmo
• Zelle
• Other

 h Phone number and carrier
• Ask if they use any VoIP applications such as TextNow, Pinger, 

etc. If they do, what are the numbers?
 h Bank accounts
• Where do they bank?
• How long have the accounts been open?
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• What features do they use for the accounts? [Online/mobile/
direct deposit/ bill pay, etc.]

• Is there anyone else listed on these accounts, such as a parent 
or relative?

Account Holder Recruitment
Ask who recruited them to get involved in the scheme?

 h Who was this person?
• What is their name?
• Where do they live?
• How old are they?
• How do they know them?
• What do they look like?
• Are they known by a nickname or street name?
• What is their phone number?
• What are their social media usernames? 
• Ask to see their phone. 
• Do they use P2P applications? If so, what applications? Ask for 

any usernames/phone numbers or emails utilized to conduct 
P2P transactions. 

• Ask to show their P2P apps on their phone and recent 
transactions. 

• What type of vehicle do they drive?
• Did this person give you instructions on what to say to the 

bank or law enforcement, if you were questioned?
• What did they tell you to say?

 h When did they first get involved?
• Where were they when they initiated the conversation?
• What was said to get them involved?
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• What do they remember about the conversation?
• How much money was promised for participating?
• What information did they provide to the scammer?
• Once they provided the information to the scammer, what was 

said?
• Did they sign the check(s) that were deposited into their 

account?

Account holder physically gave up card and pin

 h Who did they give your card to?
 h Where did they first meet with the person that recruited them?
 h When did this meeting occur? Location/Time
 h Describe the subject that they met.
 h Did they communicate with him/her on cell phone, instant 
message etc.?

 h Describe the vehicle the subject was driving.
 h What account information did they provide to the scammer?
 h How much did they receive for giving up their debit card and 
PIN? 

 h Do they know who made the deposit into their account?
 h Did they monitor their account once they gave their card to the 
scammer?

 h Did they file any claims with the bank?
 h Did they file a report with the police?
• If they did, advise them about filing a false police report. 
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Account holder did not physically gave up card and pin and made 
deposit/withdrawal

 h What did the scammer tell them to do?
 h How did they communicate with the scammer?
 h How did they come into possession of the check(s) that were 
deposited into theiraccount?

 h Did the scammer say where they got the check from?
 h Were they alone when they made the deposit?
• Did they get picked up?
• Who was in the vehicle?
• What kind of vehicle?
• Where did the scammer pick them up?
• Where did they make the deposit?

 h Did they make the deposit via the ATM or Teller?
• If deposited via the teller, did the teller ask them any questions?

 h What did the scammer tell them to do with the check?
 h Once they made the deposit, what happened next?
 h Did they make a withdrawal on their account?
• How much were they told to withdraw?
• When did they make the withdrawal?
• Where did they make the withdrawal?
• Did they make any card purchases on the account?
• How did they get to the bank to make the withdrawal?
• Identify car, who was there, etc.

 h Once they made a withdrawal, how did they give the money to 
the scammer?
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 h How much money did they keep?
• Where is this money now?

 h Were they instructed to make any purchases using their card and 
give them to the scammer?

 h Did the scammer request money, via P2P applications, such as 
CashApp, Venmo, etc.?

Activity on the account is Mobile/RDC 

 h Did they make the mobile deposit on their account?
 h Who did they give their mobile credentials to?
 h What device do they use to access their mobile banking?
 h Compare their device to information provided by the financial 
institution.

 h When was the last mobile deposit they conducted on their 
account?

 h Were they instructed to make any purchases using their card?
 h What was purchased and where did they make the purchase?
 h Did the scammer request money, via P2P applications, such as 
CashApp, Venmo, etc.?
• To whom and how?

Other Recruitment Activity
 h Are they aware of anyone else who took part in this scheme?
 h Did they introduce any of their friends or family members to the 
scammer?

 h Are they aware of anyone else who is recruiting for this scheme?
• Who are they?
• How are they recruiting?
• Social media?

 h How are they aware of this activity?
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Appendix 4 
Bank Fraud Investigator Checklist

	Predication Letter to Law Enforcement: Memo to File/Police 
Report/Bank Investigator Report.

	Account documentation: Signature card, signed applications, 
loan documents, etc. 

	Customer Personal Identification: If available, provide a clear 
color copy of Drivers’ License or state ID and a copy of a 
secondary source of identification. 

	Account Holder Information: Name, date of birth, address, 
phone number(s), email, online banking username, etc. 

	Bank Customer Account Statements: Include two copies of the 
statement(s) regarding the fraud activity and include a statement 
from one month prior and after the fraudulent activity. On one 
of the statement copies, highlight the fraudulent activity.

	Bank Instruments: Copies of the front and back of deposited 
checks, deposit slips, checks paid in transit (include valid 
customer checks for validation), Wire forms, ACH tracer codes 
and beneficiaries, and the full debit card number. 

	Affidavits/Disputes: Copy of the Fraud Affidavit. For 
endorsement cases, include an affidavit from the original 
payee(s), debit card disputes with any applicable information.

	Online Banking Activity: IP address of all fraudulent activity 
and at least 30 days prior for verification, mobile device 
identification, any person to person (P2P = Venmo/Zelle, etc.) 
activity and payment info.

	Subject’s Vehicle: Vehicle description, plate number, or whatever 
is visible.
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	Bank Branch Surveillance: Any photo documentation available 
The best shots include close-ups of the subject conducting 
fraudulent deposits and withdrawals. Also include the subject 
coming into the branch and exiting the branch. Document the 
time, date, and location on each still-shot or video.

	Other Documents: Any Hold Harmless documents, Without 
Entry Documents (bank to bank requests), emails of 
conversations from branch personnel, copies of customer-
provided screen shots, letters, etc., copies of available branch 
personnel or customer interview statement(s).

	Financials: Identify who is taking the loss: the customer or bank. 
Include the loss amount and provide the bank address where 
restitution should be delivered. 

	Finalizing the Case File: Put all documents, including video, on 
a CD, thumb drive, mail via USPS or use large, encrypted share 
drive.

Document the Following:
 h Document whether the interview was completed in person or via 
a phone interview, phone number that was used, and document 
any unusual activity such as if the account holder hung up, 
attitude, expressions, etc.

 h Document the accountholder’s statement of events – These can 
be used against the accountholder if their story changes when 
they are interviewed by law enforcement.
• Ask if there are any accomplices to the scheme? If so, what are 

their names, phone numbers, and DOB.
 h Validate employment and any information of the accountholder 
based on the account application or supporting documentation. 
False statements could lead to state or federal violation.
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 h If the incident involves a debit card:
• When was the last time they had possession of the debit card?
• Did they give their card to someone for profit?
• How would someone get access to their PIN Code? 

 h For mobile deposits:
• Why did they deposit the check in question? Was it a scam? 

Was it to sell something?
• Did they provide their online banking credentials to another 

person?
• How did this person get access to the Security Access Code 

(SAC) to login to online banking? 
• How did they provide the access? Via internet, over the phone, 

etc.?
• Who is this person? Attempt to gather accomplice’s name, 

DOB, phone number, etc.
 h Where possible, record the interview – check state and local laws 
as well as your bank’s policy. 




